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PIV Card Technical Support 
9-NATL-PIV@faa.gov or 1-888-584-8334 

 

 
Desktop Technical Support 

 
ATO National Service Center (NSC) 1-866-954-4002 or 

9-NATL-NSC-IT-Services@faa.gov 
AVS National Service Desk (NSD) 1-877-287-6731 
ARC National Help Desk (CSC) 1-405-954-3000 

 
e-Auth Technical Support 

9-NATL-E-Auth@faa.gov or 1-888-584-8334 
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How to Logon to an e-Auth Application  
with Your PIV Card 

Security & Hazardous Materials Safety (ASH) 

1. What is e-Auth? 

1.1. Why does DOT have e-Auth? 
In 2011 the Department of Transportation ("DOT") created its Enterprise Authentication Service ("e-Auth") to 
reduce the number of passwords you must remember. E-Auth's primary feature is called "single-sign on" 
("SSO"). 

1.2. What do I need to have to logon with e-Auth? 
You will need fewer passwords as more applications use DOT e-Auth. E-Auth allows different applications 
across DOT to validate your identity by sharing the same credential. You have two credentials that work with e-
Auth. All DOTs employees and most contractors receive: 

1) Your email address and webmail password, and 
2) Your Personal Identity Verification ("PIV") Card. 

You can use either credential to logon to an application that uses e-Auth.  
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2. If  I want to use my PIV Card with e-Auth, what do I need to have? 

2.1. Background on PIV Cards 
The federal government is adopting PIV Cards as the standard way you will access information systems. You 
will use your PIV Card to:  

1. Logon to your computer and networked applications; 
2. Encrypt sensitive documents (e.g., to protect privacy); and 
3. Digitally sign documents (i.e., prevent someone else from forging your signature). 

2.2. List of Requirements to use your PIV Card 
You must have everything in the following list to logon with your PIV Card. After you read the list, read the 
detailed description of what you need for each item below the list.  

1. Middleware (e.g., ActivClient) is on your workstation. 
2. A smartcard reader is connected to your workstation.  
3. You know your PIN (Personal Identification Number) for your PIV Card. 
4. Your PIV Card is unlocked. 
5. Your PIV Card is enabled. 

2.3. Detailed Descriptions of Requirements to use your PIV Card 

2.3.1. Middleware must be on your workstation. 

Middleware tells your workstation how to use your PIV Card. If you use Windows 7 or above, you already have 
middleware built into your operating system. Some IT policies might require more powerful middleware (e.g., 
ActivClient) to supplement built-in middleware.  
 
Caution! If you use Windows XP or any version of Mac OS, then your computer will need to have 
middleware installed. If your workstation does not have middleware, then you must ask your Help Desk to 
install it (e.g., ActivClient). If you do not know if your Windows XP workstation has ActivClient, then please 
see section 2.3.5.1.1 below for screenshots.  

2.3.2. Smartcard Reader must be connected to your workstation. 

Federal rules require all computers sold since 2008 to have a smartcard reader in the desktop keyboard or 
laptop. Smartcard readers in laptops are very hard to find, but they usually have a small "SC" logo near them. 
Please contact your Help Desk if: 

1. Your computer does not have a smartcard reader; or  
2. You think you have a smartcard reader but cannot find it.  

2.3.3. You must know your PIV Card's PIN. 

When you got your PIV Card for the first time, you set a six-to-eight (6-8) digit PIN. If you forgot your PIV 
Card’s PIN or your card is locked due to multiple PIN failures, you can unlock it yourself by following the Bio 
PIN Reset instructions.1 To unlock your PIV Card and reset your PIN, you must find a computer with a Precise 
Biometrics™ smartcard and fingerprint reader. You used this brand of fingerprint reader when you Activated 
your PIV Card.  

                                                      
1 Available on DOT internal networks at http://idms.faa.gov/IntraNetDocs/PIVProcDocs/Bio%20PIN%20Reset.pdf. 
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2.3.4. Your PIV Card must be unlocked. 

If you entered the wrong PIN too many times in a row, then your PIV Card is locked. You must unlock it with 
your fingerprint as described above in section 2.3.3.  

2.3.5. Your PIV Card must be enabled. 

After you receive your new PIV Card from your Issuer, you must enable it. When you enable your PIV Card, 
you add two types of crucial items to it. First, you add crucial information such as your username and email 
address. Second, you add digital certificates that enable you to logon, encrypt documents, digitally sign 
documents, and enter doors and turnstiles very securely.  
 
The rest of this section describes (1) how to find out if your PIV Card is already enabled, and (2) how to enable 
your PIV Card. 

2.3.5.1. How can I find out if my PIV Card enabled? 
 
If your PIV Card is enabled, then it has four (4) digital certificates. You can check the number of certificates on 
your PIV Card many different ways. This section describes two methods: (1) using ActivClient middleware and 
(2) using FAA's PIV Health Check website. You can use either method to find out if your PIV Card is enabled.  
 

2.3.5.1.1. If ActivClient reports 4 certs: 3 your name + 1 your agency,  
then your PIV Card is enabled.  

If your PIV Card has four certificates, then your PIV Card is enabled. To check your PIV Card, follow these 
steps:  

a) Insert your PIV Card in your workstation's smartcard reader. 
b) Right-Click the ActivClient icon in the System Tray.  
c) Select Open. 
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d) Double-Click My Certificates and wait. ActivClient will read the certificates from your PIV Card. 
After a few seconds, you will see a list of certificates with your name. 
 

 
 

 
e) Examine your certificates. 

 
If your PIV Card is enabled… If you need to enable your PIV Card… 
You will see four certificates:  

• 3 with your name and  

• 1 with your agency's or bureau's name 

If you see less than 4 certificates, then you need to 
enable your card. 
 

 

2.3.5.1.2. If FAA's PIV Health Check website reports that your PIV Card is 
Valid, then it is enabled.  

 
a) Go the following URL: http://pivhealthcheck.faa.gov/healthcheck/ 

 

 
 
 

b) Insert your PIV Card into your smartcard reader.  
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c) Select Standard Health Check (no PIN required).  
 

 
d) Wait up to a minute. 

 
e) When you see the summary screen, look at the Overall Card Status in the center of the summary. 

Your PIV Card is enabled if both: 

• The summary says "VALID," and 

• All four (4) Certificates section have green checkmarks.  
 

 
 

If the summaries screen says "FAILURE" or "INVALID" as the Overall Card Status then 
please contact ASH Technical Support (email the PIV mailbox: 9-NATL-PIV@faa.gov or call 888-
584-8334). 
 
If the summaries screen shows a “VALID” status but not all 4 certificates have a green check 
mark, then you need to enable your PIV Card. 
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2.3.5.2. How do I enable my PIV Card? 
To enable your PIV Card, logon to your workstation and go to https://idms.faa.gov/ashapp/. 
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3. How do I logon with my PIV Card to an application that uses e-Auth? 

3.1. e-Auth features Single Sign On. 
Many different applications use e-Auth, and more begin to use e-Auth each month. If you logon to any 
application that uses e-Auth, then e-Auth will not ask you to logon again during the same session (i.e., within 
around 30 minutes of activity).  
 

3.2. How to logon with your PIV Card: step-by-step instructions 
The following example shows you how to logon to FAA's internal Employee page (a.k.a. MyFAA). Other 
applications use a very similar procedure. E-Auth will only grant you access to applications that you are allowed 
to use.  
 

3.2.1. First, go to your application's web page. 

This example uses My FAA at https://employees.faa.gov/. 
 

 
 

3.2.2. Second, select the sign-in link. 

On MyFAA, select e-Auth Sign In at the top right (or in other applications, a similar link). Upon selecting the 
e-Auth Sign In, you will then be directed to the FAA Portals Login page.  
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Insert your PIV Card into the card reader and click on Agree & Sign In. DO NOT REMOVE YOUR PIV 
CARD until after you have successfully authenticated to the application. During this step, the following pop up 
will appear as a reminder. Select OK. 
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3.2.3. Third, select your Certificate. 

The Select a Certificate pop-up box appears. Select the desired certificate with your name and then select OK. If 
your certificate screen is empty, refer to troubleshooting section 4.4. 
 

 

3.2.4. Fourth, enter your PIN (e.g., via ActivClient Logon) 

A pop-up appears to ask for your PIV Card's PIN. Enter your PIN to unlock your PIV Card.  
 
This example shows the ActivClient pop-up. You might have different middleware. 
 

 
 
Hints if you cannot remember your PIN: You set your PIN when you most recently Activated or enabled your PIV 
Card. Predict several PINs you would choose and enter them. If you make too many wrong guesses, your PIV Card will lock—but 
you need to reset it anyway. If you lock your card before guessing you PIN, then you must reset your PIN by going to a self-service 
kiosk.. 
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3.2.5. You successfully logged onto your application. 

After you enter your PIN, you will see your application. For example, for MyFAA, you will see the main page 
with two changes at the top of the page:  

• Your name is at the top of the page.  

• The choice e-Auth Sign Out appears instead of e-Auth Sign In.  
 
If you see an error message, find the error in the next section on troubleshooting. 

4. How do I fix problems when I logon to e-Auth with my PIV Card? 

4.1. "Card Not Inserted" 
If you want to logon with your PIV Card but see the warning below, then select the Back button. Make sure 
your PIV Card is in the reader. 

 
 
When you insert your PIV Card into most smartcard readers, a light will: 

1. Blink while the computer reads your PIV Card, then 
2. You will see a steady, green light when your computer is ready to use your PIV Card. 

 

4.2. ActivClient Error Found 
If you are trying to logon with your PIV Card but see the following warning, then select the Back button. Make 
sure you selected a correct certificate and try to logon again. If you still receive this message, try enabling your 
PIV Card again by selecting the blue link for Card Management System website. 
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4.3. ActivClient Error Found 
If you receive the following error, you entered the wrong PIN. Select Retry and re-enter your PIN. You only 
have a few chances to enter the correct PIN before your PIV Card locks. After your PIV Card locks, you must 
use a self-service kiosk or visit a security service station to unlock it. 
 

 
 

4.4. Internet Explorer Cannot Display Webpage/Known Microsoft Issue 
Background: Usually, your computer forgets your PIV Card certificates after you remove your PIV Card. 
Some computers are configured to remember your certificates. 
 
Symptom: If your PIV Card is not inserted, but your computer remembers—and prompts you for—your 
certificates, then you have two options.  

 

4.4.1. Option A: If you have your PIV Card, insert it. 

If you select OK, the system will ask you for your PIV Card. Below is an example of ActivClients’ popup that 
says, "Please insert your smart card." Insert your PIV Card and select OK.  
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4.4.2. Option B: If you select "Cancel" when prompted for a certificate, the 
following message will appear. Select the Back button. 
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4.4.3. Option C: If you select "Cancel" any time AFTER you have selected a 
certificate, clear your SSL state.  

 
If you select "Cancel" any time after you have selected a certificate, you will see the following error. Your 
browser's back arrow button will NOT return you to e-Auth's logon page. 
 

 
 
To continue, you must remove your PIV Card's certificates from your computer to stop it from prompting you 
for your PIV Card. Complete the following steps: (1) Clear SSL State and (2) Contact local Help Desk  
 

(1) Clear SSL State: 
A. First, in Internet Explorer select Tools menu, Internet Options item.  
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B. Second, after the Internet Options pop-up window appears, select Content tab, 
then select Clear SSL State button. After your browser clears its SSL session 
state, close the Internet Options pop up by selecting OK. 
 

 
 

C. Third, after the SSL Cache Cleared Successfully pop-up appears, select OK. 
 

 
 
 
(2) Contact local Help Desk 
 

A. Contact your local help desk to configure your system to auto remove the 
certificates once the card is removed. 
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4.5. If your "Select a Certificate" pop-up window is empty… 
If your Certificate screen does not contain a certificate with your name, then your computer might not have 
middleware. Make sure your computer has ActivClient middleware installed.  
 
Look at the Windows System Tray (in the lower-right corner of your screen). Hint: You might need to click on the 
left "up" arrow to display the entire set of icons in your System Tray.  

 
 

4.5.1. How can I tell if my computer has middleware?  

If the System Tray has an ActivClient icon, then your computer has ActivClient middleware. The ActivClient 
icon is a gray diamond (i.e., card reader from an angle).  
 
If your PIV Card is in your computer then the icon 
shows a blue and white rectangle (i.e., your PIV Card) 
on the bottom-right of the diamond.  
 

If your PIV Card is not active and in your computer, 
then the icon is only a gray diamond.  

 

  

4.5.2. What do I do if my System Tray does not have an ActivClient icon?  

If (1) you do not see an ActivClient icon or (2) the icon does not change when the PIV Card is removed or 
inserted into the reader, then please contact your Help Desk to have ActivClient software installed on your 
computer or for additional troubleshooting. 

5. How to logon with your Username and Password: step-by-step 
instructions 

The following example shows you how to logon to FAA's internal Employee page (a.k.a. MyFAA). Other 
applications use a very similar procedure. E-Auth will only grant you access to applications that you are allowed 
to use. 

5.1.1. First, go to your application's web page. 

This example uses My FAA at https://employees.faa.gov/. 
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5.1.1. Second, select the sign-in link. 

On MyFAA, select e-Auth Sign In at the top right (or in other applications, a similar link). Upon selecting the 
e-Auth Sign In, you will then be directed to the FAA Portals Login page.  
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On the E-Auth logon screen, enter your federal email address (e.g., firstname.lastname@faa.gov) and webmail 
password. Click the large green Agree & Sign In button. 
 
If your Password is correct, then your browser will go to the application (e.g., My FAA, eLMS, Idea Hub, etc.). 
For example, for MyFAA, you will see the main page with two changes at the top of the page:  

• Your name is at the top of the page.  

• The choice e-Auth Sign Out appears instead of e_Auth Sign In.  

•  
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5.2. How do I fix problems when I Logon with my Username and Password? 
If you try to logon with your email address and password, but you see an error with red highlighting that says 
"Your email and password combination did not match our records"… 
 

 
 

5.2.1. First, make sure you entered your Federal Email Address and your 
Password correctly. 

5.2.2. Second, if you still see the error… 

5.2.2.1. If you are FAA personnel, then go to eCenter. 
Try to logon to eCenter at https://ecenter.faa.gov/appspub/national/ecenter.nsf?Open. Select "Logon to 
eCenter." 
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5.2.2.2. If you are another DOT MOD, then… 
• Try to logon to your regular webmail account.  

• If an error is still present, you will need to contact your local help desk to have your password re-set. 

5.2.3. Can you access your webmail? 

5.2.3.1. If you cannot access your webmail… 
Contact your local Help Desk. After three (3) unsuccessful attempts to log in, the system will lock your 
account. FAA personnel must either:  

(A) wait 30 minutes for the system automatically to unlock your account, or  
(B) contact one of the IT Help Desks listed in the beginning of this document. 

If you are DOT personnel, after five (5) unsuccessful attempts to log in, the system will lock your account. 
DOT personnel must either: 

(A) wait 15 minutes for the system to automatically unlock your account, or  
(B) contact your local help desk to get the account unlocked. 

 

5.2.3.2. If you can access your webmail but cannot access an E-Auth 
application… 

Contact the FICAM Help Desk at 1-888-584-8334.  


